DAFTAR ISI

HALAMAN SAMPUL ...ttt anae e i
HALAMAN JUDUL ..ottt bbb ii
HALAMAN PERSETUJIUAN ..ottt i
HALAMAN PENGESAHAN ..ot iv
HALAMAN PERNYATAAN KEASLIAN PENELITIAN......ccccoiiiiiieieeciee Y
HALAMAN PERSEMBAHAN ... .t vi
HALAMAN MOTTO . uiiteitiiieitisiieiieiesiesse st ssasse e ssessesseesbe e ssessesiessessessesssensensenes vii
KATA PENGANTAR ...ttt sae s sk eesnnaeesnaeeanes viii
DAFTAREEUR".......... U .................... (. ......................... X
DAFTEEREESIE] ... ........................ . ........................ Xii
DAFTAR GAMBAR........ootitiiiieieie ittt sae b bbbt sbe b s xiii
DAFTAR LAMPIRAN. ... .ottt eieiesie ettt eaeseaaesaesaesnesnesnesnassasseeses Xiv
INTISAR T ... ..o s R st nenane e e e seneesaneen s pae SRS, ... 2. XV
ABSTEEC TR . .................... ¢c¢;;ccccsccesssseesneeeeeneesennees fanneeeneee. SN, 0 XVi
BAB | PENDAHULUAN
A.  Latar Belakang Masalah ...........cccooviiiiiiii i il
B. Ellusan Masalah.....coomnmme e R S ... 6
C. Batasan Masalah ............coooiieiiiiiiiec e 6
D.  Tujuan PeNEIITIAN .......oiieiieeiecec ettt nne s 7
E. Manfaat Penelitian ..o 7
BAB Il TINJAUAN PUSTAKA
N I 14T 7 L T T PR 8
B. Penelitian Sebelumnya.............cooiiiiiiiiiii s 19
BAB Il METODE PENELITIAN
A. Tempat dan Waktu Penelitian............ccccoveeiieiiiciic i 25
B. Metode Pengumpulan Data...........ccooeriereneiininiseeeeeese e 25
C. Alatdan Bahan Penelitian...........ccccocovveiiiiieiienicie e 26
D. Konsep Penelitian ..........ccooveiieiiiiciiece e 27

BAB IV HASIL DAN PEMBAHASAN



A ANALISIS o 31

2 o R N g 1] SR 32
C. Pelaporan (REPOItING)......ccccviieiierieiie st 64
BAB V PENUTUP
AL KESIMPUIAN . 68
B.  SAIAN . 68
DAFTAR PUSTAKA
LAMPIRAN

Xi



DAFTAR TABEL

Tabel 2. 1 Penelitian Sebelumnya ... 22
Tabel 4. 1 Hasil pengumpulan informasi ...........cccocveveiiieiiieie i 35
Tabel 4. 2 Hasil pemindaian kerentanan menggunakan OWASP ZAP .................. 51
Tabel 4. 3 Hasil scanning tool @CUNELIX........cccvvviviieiie i 54
Tabel 4. 4 Hasil scanning t00] NESUS...........ciuriiiiiiiiiiieieee e 63
Tabel 4. 5 Rangkuman hasil vulnerability scanning.............cccccoocevviinniiiinnnnnn, 64

xii



Gambar 3.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

DAFTAR GAMBAR

1 Konsep Penelitian..........ccovveiieiieieeic e 28
1 Hasil information gathering dengan nslookup...........cccccceevviieiiennnnn 33
2 Hasil information gathering dengan Whois.............ccccovveiiiiiicinn, 33
3 Hasil information gathering dengan NMap ..........cccceocevvneninnnnennn, 34
4 Tampilan ketika membuka aplikasi OWASP .........ccccccocvvivivniiiinnnnns 36
5 Halaman Utama OWASP ZAP .......cccooiiiiiiiiieei e 37
6 Tampilan ProsSes SCANNING.........couerrerereaiiieeieieeerese e 37
7 Hasil scanning menggunakan OWASP ZAP..........cc.ccooviiiiiininnn. 38
8 Kerentanan Pl DISCIOSUIE.............ccocuiiiiiienieiciie e 38
9 Kerentanan Absence of Anti-CSRF TOKENS ........ccceovviviiiiiiiiiiiinen, 39
10 Kerentanan Content Security Policy (CSP) Header Not Set........... 40
11 Kerentanan Missing Anti-Clickjacking Header ..............c.ccocuene..e. 41
12 Kerentanan Cookie No HttpOnly Flag..........ccccccovoveveiieiieaienen 42
13 Kerentanan Cookie Without SameSite Attribute ..........ccccoevrvrreennen. 43
14 Kerentanan Cross-Domain JavaScript Source File Inclusion ........ 44
15 Kerentanan Server Leaks Information via HTTP Header............... 45
16 Kerentanan Timestamp DisClOSUre-UNiX ......c.oveverveerueseeseeieesaeinens 46
17 Kerentanan Charset MisSmatCh..........cccooovviiiiiiiinneic e, 47
18 Kerentanan Cookie POISONING........ccooviiiiiiniiieieie e 48
19 Kerentanan Information Disclosure - Suspicious Comments.......... 49
20 Kerentanan Modern Web Application..............cccooeviiiieiiiieniennnns 50
21 Kerentanan Re-examine Cache control Directives ........cc.cccceeenne.. 50
22 Hasil vulnerability scanning menggunakan acunetix ..................... 54
23 Hasil scanning menggunakan NeSUS............ccouiuereereeeeneeniesienneens 62
24 Grafik perbandingan antar toolS............ccovvviiiinincie, 66

Xiii



DAFTAR LAMPIRAN

Lampiran 1. 1 Kartu Bimbingan Dosen 1
Lampiran 1. 2 Kartu Bimbingan Dosen 2
Lampiran 1. 3 Surat telah melakukan penelitian
Lampiran 1. 4 Hasil wawancara

Lampiran 1. 5 Dokumentasi setelah wawancara

Xiv



